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2
3 LONGTITLE
4  General Description:
5 Thisbill enacts provisions governing app store operations and creates requirements for age
6 verification and parental consent.
7  Highlighted Provisions:
8 Thishill:
9 > defines terms;
10 > requires app store providersto:
11 o verify user ages,
12 » Obtain parental consent for minor accounts,
13 « notify users and parents of significant changes,
14  share age and consent data with developers; and
15 » protect age verification data;
16 > prohibits app store providers from:
17 « enforcing contracts against minors without parental consent; and
18 e misrepresenting parental content disclosures,
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> requires developersto:
« verify age and consent status through app stores; and
 notify app stores of significant changes;
» prohibits devel opers from:
» enforcing contracts against minors without verified parental consent; and
o Mmisrepresenting parental content disclosures,

» designates violations of certain provisions as deceptive trade practices;

» requires the Division of Consumer Protection to establish standards for age verification methods;

» creates aprivate right of action for parents of harmed minors;
» provides a safe harbor for compliant developers; and

» includes a severability clause.

Money Appropriated in thisBill:

None
Thisbill provides a special effective date.

ENACTS:

13-75-101 (Effective 05/07/25), Utah Code Annotated 1953 (Effective 05/07/25), Utah Code
Annotated 1953
13-75-201 (Effective 05/06/26), Utah Code Annotated 1953 (Effective 05/06/26), Utah Code
Annotated 1953
13-75-202 (Effective 05/06/26), Utah Code Annotated 1953 (Effective 05/06/26), Utah Code
Annotated 1953
13-75-301 (Effective 05/07/25), Utah Code Annotated 1953 (Effective 05/07/25), Utah Code
Annotated 1953
13-75-401 (Effective 05/06/26), Utah Code Annotated 1953 (Effective 05/06/26), Utah Code
Annotated 1953
13-75-402 (Effective 05/07/25), Utah Code Annotated 1953 (Effective 05/07/25), Utah Code
Annotated 1953
13-75-403 (Effective 05/07/25), Utah Code Annotated 1953 (Effective 05/07/25), Utah Code
Annotated 1953
13-75-404 (Effective 05/07/25), Utah Code Annotated 1953 (Effective 05/07/25), Utah Code
Annotated 1953
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Be it enacted by the Legidature of the state of Utah:
Section 1. Section 1 isenacted to read:

CHAPTER 75. APP STORE ACCOUNTABILITY ACT

Part 1. General Provisions

13-75-101. Definitions.
As used in this chapter:
(1) "Age category" means one of the following categories of individuals based on age:
{@}{(2)} (@ "child" which means an individual who is under 13 years old;
{}{(9)} (b) "younger teenager" which means an individual who is at least 13 years old and under 16
years old;
(c) "older teenager" which means an individual who is at least 16 years old and under 18 years old; or
(d) "adult" which means an individual whois at least 18 years old.
(2) "Age category data’ means information about a user's age category that is.

(a) collected by an app store provider; and
(b) shared with a developer.
(3) "Agerating" means a classification that provides an assessment of the suitability of an app's content

for different age groups.

(4) "App" means a software application or electronic service that a user may run or direct on amobile

device.

(5) "App store" means a publicly available website, software application, or electronic service that
{distributes} allows usersto download apps from third-party developers {to-users} .

(6) "App store provider" means a person that owns, operates, or controls an app store that { distributes
appste} alows usersin the stateto download apps.

(7) "Content description™ means a description of the specific content elements that informed an app's
age rating.

(8) "Developer" means a person that owns or controls an app made available through an app storein the
state.

(9) "Division" means the Division of Consumer Protection, established in Section 13-2-1.
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(10) "Knowingly" means to act with actual knowledge or to act with knowledge fairly inferred based on

objective circumstances.

(11) "Minor" means an individual under 18 years old.

(12) "Minor account" means an account with an app store provider that:

(a) isestablished by an individual who the app store provider has determined is under 18 years old

through the app store provider's age verification methods; and

(b) requires affiliation with a parent account.

(13) "Mobile device' means a portable computing device that:

(a) provides cellular or wireless connectivity;

(b) iscapable of connecting to the Internet;

() runsamobile operating system; and
(d) iscapable of running apps through the mobile operating system.

(14) "Mobile operating system" means software that:

(a) manages mobile device hardware resources,

(b) provides common services for mobile device programs;

(c) controls memory allocation; and

(d) providesinterfaces for applications to access device functionality.

(15) "Parent" means, with respect to a minor, any of the following individuals who have legal authority

to make decisions on behalf of the minor:

(a) anindividual with a parent-child relationship under Section 78B-15-201;

(b) alegal guardian; or

(c¢) anindividual with legal custody.

(16) "Parent account” means an account with an app store provider that:

(a) isverified to be established by an individual who the app store provider has determined is at least 18
years old through the app store provider's age verification methods; and

(b) may be affiliated with one or more minor accounts.

(17) "Parental consent disclosure" means the following information that an app store provider is

required to provide to a parent before obtaining parental consent:

(a) if the app store provider has an age rating for the app or in-app purchase, the app's or in-app

purchase's age rating;
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(b) if the app store provider has a content description for the app or in-app purchase, the app's or in-app

purchase's content description;

108 (c) adescription of:

109 (i) the personal data collected by the app from a user; and

110 (i) the personal data shared by the app with athird party; and

111 (d) if personal datais collected by the app, the methods implemented by the devel oper to protect the
personal data.

113  (18) "Significant change" means a modification to an app's terms of service or privacy policy that:

115 (a) changesthe categories of data collected, stored, or shared;

116 (b) dtersthe app's age rating or content descriptions,

117 (c) adds new monetization features, including:

118 (i) in-app purchases; or

119 (i) advertisements; or

120 (d) materialy changesthe app's:

121 (i) functionality; or

122 (ii) user experience.

123 (19) "Verifiable parental consent” means authorization that:

124 (&) isprovided by an individual who the app store provider has verified is an adult;

125 (b) isgiven after the app store provider has clearly and conspicuously provided the parental consent
disclosure to the individual; and

127  (c) requiresthe parent to make an affirmative choice to:

128 (i) grant consent; or

129  (ii) decline consent.

130 Section 2. Section 2 is enacted to read:
131

Part 2. App Store and Developer Requirements

132 13-75-201. App storerequirements.
133 (1) Anapp store provider shall:
134 (a) atthetimeanindividual who islocated in the state creates an account with the app store provider:

136 (i) request age information from the individual; and

137 (ii) verify the individual's age using:
137
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{{ih} (A) {verifytheindividual'sageusing} commercialy available methods that are reasonably
designed to ensure accuracy;or

(B) an age verification method or process that complies with rules made by the division under Section
13-75-301,
(b) if the age verification method or process described in Subsection (1)(a) determines the individual is

aminor:
(i) require the account to be affiliated with a parent account; and

(ii) obtain verifiable parental consent from the holder of the affiliated parent account before allowing

the minor to:
(A) download an app;
(B) purchase an app; or

(C) make an in-app purchase;

(c) after receiving notice of a significant change from a developer:

(i) notify the user of the significant change; and

(ii) for aminor account:
(A) notify the holder of the affiliated parent account; and
(B) obtain renewed verifiable parental consent;

(d) provide developers real-time access to:

(i) age category datafor each user |ocated in the state; and
(ii) the status of verified parental consent for each minor located in the state;

(e) protect personal age verification data by:

(i) limiting collection and processing to data necessary for:

(A) verifying auser's age;

(B) obtaining parental consent; or

(C) maintaining compliance records; and

(ii) transmitting personal age verification data using industry-standard encryption protocols that ensure:

(A) dataintegrity; and
(B) dataconfidentiality.
(2) An app store provider may not:

(a) enforce acontract or terms of service against a minor unless the app store provider has obtained

verifiable parental consent;
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(b) knowingly misrepresent the information in the parental { eentent} consent disclosure; or

(c) share personal age verification data except:

(i) between an app store provider and a developer as required by this chapter; or
(ii) asrequired by law.
Section 3. Section 3 is enacted to read:
13-75-202. Developer requirements.
(1) A developer shall:
(a) verify through the app store's data sharing methods:

(i) the age category of userslocated in the state; and

(ii) for aminor account, whether verifiable parental consent has been obtained;

(b) notify app store providers of a significant change to the app; and

(c) use age category data received from an app store only to { enferce-any-developer-implemented-age-
related restrietions}

(i) enforce age-related restrictions and protections;

(i) ensure compliance with applicable laws and regulations; or
(iii) implement safety-related features or defaullts.
(2) A developer may not:

(a) enforce acontract or terms of service against a minor unless the developer has verified through the

app store provider that verifiable parental consent has been obtained;

(b) knowingly misrepresent any information in the parental consent disclosure; or

(c) share age category data with any person.
Section 4. Section 4 is enacted to read:

Part 3. Division Rulemaking

13-75-301. Division rulemaking.
In accordance with Title 63G, Chapter 3, Utah Administrative Rulemaking Act, the
division shall make rules establishing { standards for-what-constitutes-acommereially-} processes

and means by which an app store provider

{ reasonable method for-age verification-under} may verify whether an account holder is aminor
in accordance with Subsection 13-75-201(1)(a)(ii).

Section 5. Section 5 is enacted to read:
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Part 4. Enforcement and Safe Harbor

200 13-75-401. Enfor cement.

195 (1) A violation of Subsection 13-75-201(2)(b) or Subsection 13-75-202(2)(b) constitutes a deceptive
trade practice under Section 13-11a-3.

197 (2

(@) The parent of a minor who has been harmed by a violation of Subsection {13-75-201(2)(b)}

13-75-201(2) may bring a civil action against an app store provider.

199 (b) The parent of a minor who has been harmed by aviolation of Subsection {13-75-202(2)(b)}
13-75-202(2) may bring a civil action against a developer.

201 (3) Inan action described in Subsection (2), the court shall award a prevailing parent:

202 (@) the greater of:

203 (i) actual damages; or

204  (ii) $1,000 for each violation;

205 (b) reasonable attorney fees; and

206 (c) litigation costs.

213 Section 6. Section 6 is enacted to read:
214 13-75-402. Safe harbor.
A developer is not liable for aviolation of this chapter if the devel oper demonstrates that the
devel oper:
{ the developer:}

211  {(B)} (a) reliedin good faith on:
212 {{a)} (i) personal age verification data provided by an app store provider; and

213 {(b)} (ii) notification from an app store provider that verifiable parental consent was obtained; and
215 {{2)} (b) complied with the requirements described in Section 13-75-202.

222 (2) Notwithstanding Subsection (1), the safe harbor described in this section:

223 () appliesonly to actions brought under this chapter; and

224 (b) does not limit a developer or app store provider's liability under any other applicable law.

226 Section 7. Section 7 is enacted to read:
227 13-75-403. Sever ability.
218
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(1) If any provision of this chapter or the application of any provision to any person or circumstance is

held invalid by afinal decision of a court of competent jurisdiction, the remainder of this chapter

shall be given effect without the invalid provision or application.

(2) The provisions of this chapter are severable.
Section 8. Section 8 is enacted to read:
13-75-404. Application and limitations.
Nothing in this chapter shall be construed to:
(1) prevent an app store provider from taking reasonable measures to:

(a) block, detect, or prevent distribution to minors of :

(i) unlawful material;

(ii) obscene material; or
(iii) other harmful material;

(b) block or filter spam;

(c) prevent criminal activity; or

(d) protect app store or app security;

(2) require an app store provider to disclose user information to a developer beyond:
(a) age category; or
(b) verification of parental consent status; or

(3) alow an app store provider to implement measures required by this chapter in a manner that is:
(a) arbitrary;
(b) capricious;
(c) anticompetitive; or
(d) unlawful.
Section 9. Effective date.
(1) Except as provided in Subsection (2), this bill takes effect May 7, 2025.
(2) The actions affecting the following sections take effect on May 6, 2026:
(a) Section 13-75-201 (Effective 05/06/26);
(b) Section 13-75-202 (Effective 05/06/26); and
(c) Section 13-75-401 (Effective 05/06/26).
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